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Introduction
1. This policy covers Wealden District Councils position when using the Regulation of Investigatory Powers Act 2000 (RIPA) which regulates the work of the Council relating to covert surveillance and the use of Covert Human Intelligence Sources (CHIS). The policy also includes the obtaining of Communications Data within criminal investigations under the Investigatory Powers Act 2016. (see section on page xx). 

2. The use of these tactics can only be used in certain circumstances in criminal /enforcement investigations and the actions of the Council staff must be consistent with obligations under the Human Rights Act 1998 (HRA). Therefore, through an application process they must demonstrate that their actions are lawful, necessary and proportionate.

3. Under the Protection of Freedoms Act 2012, all applications and renewals for Directed Surveillance or CHIS must be authorised internally and have to have judicial approval.

4. The Council CANNOT authorise Directed Surveillance, unless this involves a criminal offence(s) punishable (whether on summary conviction or indictment) by a maximum term of at least 6 months' imprisonment.

5. Oversight is provided by the Investigatory Powers Commissioners Office (IPCO), who have wide ranging powers and inspect all Public Authorities including the Council.

6. RIPA is wide ranging in its application and will impact all officers acting in an enforcement or investigatory capacity, including internal investigations. Failure to comply with RIPA may result in a claim for a breach of the Human Rights Act (HRA), result in evidence being deemed inadmissible in a prosecution under the Police and Criminal Act or even a claim for compensation for an infringement of that person’s human rights. It may also constitute an error within the codes of practice and have to be reported to Investigatory Powers Commissioners Office (IPCO) who are the independent inspectors for RIPA.

7. The Council is committed to implementing RIPA in a manner that is consistent with the spirit and letter of RIPA and the HRA. The Council is committed to conducting all relevant actions in a manner which strikes a balance between the rights of the individual and the legitimate interests of the public.

8. The Council’s Deputy Chief Executive will act as the Senior Responsible Officer (SRO) under the Act and shall maintain a central record of all applications for authorisation.
9. Embarking upon covert surveillance or the use of a CHIS without authorisation or conducting surveillance outside the scope of the authorisation will not only mean that the protection afforded by RIPA is negated but may also result in disciplinary action being taken against the Officer/s involved.

Codes of Practice
10. Statutory Codes of Practice supplement RIPA. The Codes covering Covert Surveillance, and Covert Human Intelligences Sources can be obtained via the following link:  
https://www.gov.uk/government/collections/ripa-codes
11. The Council’s policy recognises the important role these Codes of Practice play in the practical implementation of RIPA. The Council will conduct all of its activities relating to RIPA whilst having due regard to and following the recommended guidance contained within the Codes of Practice. It is essential, therefore, that all relevant officers involved in RIPA and the IPA are familiar with the content of these Codes of Practice.
12.	Any Officer who is uncertain or unsure about any aspect of this Policy, the Acts or the Codes of Practice should contact the Council’s Gate Keeper for advice and assistance. (See appendix A)

Surveillance

13.		Surveillance includes monitoring, observing or listening to persons, their movements, conversations or other activities and communications. It may be conducted with or without the assistance of a surveillance device and includes the recording of any information obtained.
14			Most of the surveillance carried out by the Council will be done overtly – there will be nothing covert about it. They will be going about Council business openly. Similarly, surveillance will be overt if the subject has been told that it will happen.
15	Council officers will normally be carrying out what is termed general observation duties and as such they are not usually regulated by RIPA. For example, Community Wardens may be on patrol to observe or prevent crime. Such observation may involve the use of equipment to merely reinforce normal sensory perception, such as binoculars, or the use of cameras, where this does not involve systematic surveillance of an individual. However, officers will still need to be aware of the privacy issues.
16.	Although, the provisions of RIPA do not normally cover the use of overt CCTV surveillance systems, since members of the public are aware that such systems are in use, there may be occasions when the Council use overt CCTV systems for the purposes of a specific investigation or operation. In such cases, authorisation for Directed Surveillance will be necessary.




	Examples of Overt Surveillance and not Directed Surveillance

	A. Activity that is observed as part of normal duties.
B. CCTV cameras – used in their normal everyday capacity 
C. Where the Council have warned that the surveillance is or may be taking place.
D. General overt patrolling on a street that has a high incidence of dog fouling.



Directed Surveillance 
17.	RIPA covers Directed Surveillance which Council officers can carry out.  Surveillance is Directed Surveillance if the following are all true:
· It is covert surveillance, but not intrusive surveillance;
· It is conducted for the purposes of a specific investigation or operation;
· It is likely to result in the obtaining of private information (see private information below) about a person (whether or not one specifically identified for the purposes of the investigation or operation);
· It is conducted otherwise than by way of an immediate response to events or circumstances the nature of which is such that it would not be reasonably practicable for an authorisation to be sought.

18.	Covert surveillance is defined as any surveillance which is carried out in a manner calculated to ensure that the persons subject to the surveillance are unaware that it is or may be taking place. Covert surveillance will either be Directed Surveillance or Intrusive Surveillance (see below).

19.	Directed Surveillance does not include covert surveillance carried out by way of an immediate response to events or circumstances which, by its very nature, could not have been foreseen. For example, a Community Warden would not require an authorisation to conceal him or herself and observe a suspicious person that they came across in the course of a patrol on duty. If later, however, a specific investigation or operation is set up to continue to carry out covert surveillance on the suspect and there is time to submit an application and seek Magistrates approval authorisation must be obtained in the usual way before it can commence. In no circumstance will any covert surveillance/use of a CHIS be given backdated authorisation after it has commenced. 
	Examples of Directed Surveillance 
Officers receive information regarding a vehicle at an address involved in flytipping offences and they wish to drive by the premises to identify the vehicle and ensure the details are correct. Reconnaissance of this nature does not require authorisation as it is not surveillance and no private information about any person is likely to be obtained. If the officers chanced to see illegal activities taking place, these could be recorded and acted upon as an ‘immediate response to events’.
If, however, the officers intended to continue to keep driving by the premises to log when the vehicle is there and where it is parked etc. this would be Directed Surveillance as they are monitoring the movements which in turn would be private information. 



20.	Intrusive Surveillance is defined in section 26(3) of RIPA as covert surveillance that:
a) is carried out in relation to anything taking place on any residential premises or in any private vehicle; and
b) involves the presence of an individual on the premises or in the vehicle or is carried out by means of a surveillance device or
c) is carried out using a surveillance device outside of the premises or vehicle which consistently provides information of the same quality and detail as might be expected to be obtained from a device actually present on the premises or in the vehicle.
21.	A device used to enhance your external view of a property is almost never intrusive surveillance. A device would only become intrusive where it provided a high quality of information from inside the private residential premises. 
	Examples of Intrusive Surveillance are: 
Officers are using a camera with a high powered zoom lens and can see from their observation point into the residential premises and can watch what they do inside the premises. 
A covert test purchase is undertaken by officers who enter into the private residence of the suspect and continue to obtain information and evidence without them realising that they are Council staff acting in a covert manner. This type of operation should be authorised as a CHIS, not Directed Surveillance.  



Local Authorities are NOT authorised to conduct Intrusive Surveillance.

Covert Human Intelligence Sources (CHIS)

22.	RIPA covers the activities of Covert Human Intelligence Sources (CHIS) which relates not only to sources commonly known as informants (members of the public providing the Council with information), but also the activities of undercover officers.  It matters not whether they are employees of the Council, agents or members of the public engaged by the Council to establish or maintain a covert relationship with someone to obtain information.
23.	A CHIS is defined in section 26(8) of RIPA as a person who:
a) establishes or maintains a personal or other relationship with a person for the covert purpose of facilitating the doing of anything falling with paragraph (b) or (c);
b) they covertly uses such a relationship to obtain information or to provide access to any information to another person; or
c) they covertly discloses information obtained by the use of such a relationship, or as a consequence of the existence of such a relationship.
24.	There is a separate revised code of practice for the use of human intelligence sources. Again, officers are directed to that code of practice for detailed guidance and examples.
https://www.gov.uk/government/collections/ripa-codes
	Examples of CHIS:
Person A contacts Council re person B (a relative) committing single person discount tax fraud. The Council officers use person A to obtain further information from person B (the relative) which they pass onto the Council.
Person A is advertising online to sell puppies.  Checks reveal that person A is unlicensed. Covert contact is made online by a Council licensing officer who poses as a member of the public interested in buying a puppy.  Contact is likely to be made a number of times. The officer obtains information in a covert capacity and is a CHIS.  



25. Where the use of a CHIS is deployed, a “Handler” and their “Controller” who can be an officer of the Council, should be designated to have day to day responsibility for dealing with the CHIS. This will include their security, safety and welfare. 

26. The only circumstances where authorisation may be given under this regime is where the investigation is for the purpose of preventing or detecting crime or for preventing disorder. (The 6 month prison sentence does not apply)
27. The Council has a responsibility for the safety and welfare of the source and as required by the codes of practice a detailed risk assessment MUST be conducted and taken into account by the Authorising Officer. There is also a requirement to maintain certain records of the use of the CHIS etc.  Therefore, where a CHIS application is being considered, advice from the gatekeeper must be obtained to ensure compliance with the codes of practice. All staff involved in the process regarding a CHIS application and authorisation must consult the codes of practice.   
28. The use of vulnerable people (a person who is or may be in need of community care services by reason of mental or other disability, age or illness and who is or may be unable to take care of himself, or unable to protect himself against significant harm or exploitation) or juveniles (under the age of 18 years) for a CHIS should only occur in exceptional circumstances and due regard must be had to the Code of Practice. This will require authorisation from the Chief Executive or in their absence the Deputy Chief Executive. 
29. Roles Within the Wealden DC RIPA Process 
· Senior Responsible Officer (responsible for the integrity of the process)
· Applicant (person submitting the application) 
· Gate Keeper (provides advice and quality control prior to submission of the application form to an Authorising Officer)
· Authorising Officer (Senior Officer responsible for deciding whether to authorise or refuse the application)
· Magistrate (Examines the application if authorised and decides whether to provide approval for the activity to take place)

Authorisation Process

30.      The Protection of Freedoms Act 2012 requires that an authorisation or renewal of an existing authorisation for the use of Directed Surveillance or a CHIS needs approval from a District Judge or a Magistrate before it can take effect. If they are satisfied that the statutory tests have been met and that the use of the technique is necessary and proportionate, they will issue an order approving the use of the technique as described in the application or renewal.
31.   The Judicial approval mechanism was introduced in addition to the existing authorisation process set out below. 
32.	The Council’s requirements for covert surveillance will normally be carefully   planned so that the necessary consultations regarding risk assessment, insurance and health and safety can be carried out and the required provisions put in place before surveillance commences.
32. All requests to conduct, renew, review or cancel a covert surveillance exercise or use of a CHIS must be made in advance, in writing, and on the appropriate forms. (The forms can be obtained from the intranet). Insert link

33. The Council requires that any activity is carefully planned by conducting a feasibility study/risk assessment so that the necessary consultations regarding risk assessment, insurance and health and safety can be carried out and the required provisions put in place before surveillance commences. This will also assist to identify the privacy issues and determine objectives. 

34. The Council also operates a Gate Keeper system for all authorisations. Prior to submitting an application for Directed Surveillance or a CHIS to an Authorising Officer, you MUST first submit the forms to the Gate Keeper. Details of who is authorised to act as Gate Keeper are set out in the Appendix to this policy.
36	The Gate Keeper will act as a form of quality control and will advise the applicant on any aspect of the proposed surveillance operation, including the way in which they must complete their application for Directed Surveillance or CHIS.
37.	Following advice from the Gate Keeper, the application form will require completing by the applicant. All sections must be completed and contain a full and detailed description of the operation should be provided. This should specify any equipment to be used, its technical capabilities as well as maps or sketches to show observation points and target premises. Officers need to take particular care to ensure there are no ambiguities in the description of the operation. The applicant should contact the SRO to obtain the next unique number from the central register which is required for the application form.  The application is then submitted to an Authorising Officer for authorisation. An Authorising Officer is a person who has delegated power to act in that capacity by the SRO or relevant Corporate Director with regulatory responsibilities and attended a training course on the practical application of RIPA. A list of officers who have, to date, been authorised, is annexed to this policy and is subject to regular review and updating by the SRO.
38.	The Authorising Officer will examine the application and decide whether to authorise the activity if it meets the criteria of lawful, necessary and proportionate. Only after the Authorising Officer has provided written authorisation for a directed covert surveillance can the application be presented to a Magistrate.
39.	RIPA first requires that the Authorising Officer before granting an authorisation, believes that the authorisation is necessary in the circumstances of the particular case for the statutory basis grounds. For Directed Surveillance it is necessary for the prevention and detection of crime, which is punishable, by a maximum term of at least 6 months of imprisonment, or for the detecting or preventing of specified criminal offences relating to the under aged sale of alcohol and tobacco. These are the ONLY ground that a local authority can apply for, and be granted, authorisation under the Act. 

40. 	For CHIS it is the Prevention Detection of Crime and Disorder. (The 6-month sentence criteria does not apply to CHIS).

41.	The Authorising Officer must also believe it is necessary operationally at this stage of the investigation to use the covert tactic within the investigation.
42.	Then, if the Directed Surveillance or use of the CHIS is necessary, the Authorising Officer must believe that the Directed Surveillance or use of a CHIS is proportionate to what is sought to be achieved. This involves balancing the intrusiveness of the surveillance or use of the CHIS on the target and others who might be affected by it against the need for the surveillance or CHIS to be used in operational terms. 

43.	When considering the intrusion, the Authorising Officer should also take into account the risk of intrusion into the privacy of persons other than those who are directly the subjects of the operation or investigation (collateral intrusion). Measures should be taken, wherever practicable, to avoid unnecessary intrusion into the lives of those not directly connected with the operation. This applies to all CHIS and Directed Surveillance applications. The intrusion should be identified as part of the feasibility study. 
44.	The activity will not be proportionate if it is excessive in the circumstances of the case or if the information which is sought could reasonably be obtained by other less intrusive means. The use of surveillance or a CHIS should be carefully managed to meet the objective in question and sources must not be used in an arbitrary or unfair way.
45.	Proportionality must be carefully explained, not merely assented. Similarly, merely describing parts of the operation itself is not germane to proportionality. 
A good explanation of proportionality should refer to four elements:
· balancing the size and scope of the proposed activity against the gravity and extent of the perceived crime or harm;
· explaining how and why the methods to be adopted will cause the least possible intrusion on the subject and others.
· considering whether the activity is an appropriate use of the legislation and a reasonable way, having considered all reasonable alternatives, of obtaining the information sought.
· evidencing, as far as reasonably practicable, what other methods had been considered and why they were not implemented or have been implemented unsuccessfully.
46.	The Authorising Officer's statement should merely not be a rubberstamp. It should include a full account of what is being authorised (the five W's test of Who, What, Why, Where & When) and how and why the Authorising Officer is satisfied that the operation is necessary and proportionate. A bare assertion is insufficient.
47.	The Authorising Officer should not be put off by repetition as if challenged in court, the Authorising Officer may be required to demonstrate his own thought process at the time and will be in a weak position if he has to rely upon the applicant's account by adoption.
48.	The Authorising Officer will also be responsible for immediately forwarding a copy of each and every form completed for that purpose to the SRO.  The form should be sent in an envelope marked “Private and Confidential” and for the attention only of the SRO who has responsibility for maintaining a Central Record of Authorisations. 

49.	The Authorising Officer must state their reasons in their own words for believing that the authorisation, review or renewal is necessary and proportionate. If they do not consider it necessary or proportionate, they must also state their reasons for this on the relevant form. If authorised the applicant will complete the Magistrates Approval/Order form.

50.	The Magistrate when granting such an Authorisation must also state their reason for granting this, in writing, on the Approval/Order form. The Magistrate must also provide written explanation should they reject or defer an authorisation.

51.	There are special circumstances relating to the use of vulnerable people or juveniles as a CHIS. This will require authorisation from the Chief Executive or in their absence the deputy Chief Executive (see CHIS Section). This will require authorisation from the Chief Executive or in their absence the Deputy Chief Executive. Likewise, if covert surveillance is likely to obtain communications subject to legal privilege, or involve confidential personal or journalistic information or material, the officer should refer to the Code of Practice. An authorisation will then only be merited in exceptional or compelling circumstances.

52.	The current time limits for an authorisation are 3 months for Directed Surveillance and 12 months for a CHIS (4 months if the CHIS is 18 years old or under). An Authorising Officer cannot authorise for less than the full period.  

53.	The authorising officer will set the review dates based on the circumstances of the case. However, a review will not be any longer than one month.  Reviews are dealt with internally without needing Magistrates approval. 

54.	A renewal must be authorised prior to the expiry of the original authorisation and requires judicial approval, but it runs from the expiry date and time of the original authorisation. Authorisations may be renewed more than once if still considered necessary and proportionate and approved by the Magistrate.

55.	A cancellation form must be submitted by the applicant immediately once the objective for the surveillance has been achieved or when it is no longer proportionate to continue. It has to clearly define what was achieved, what evidence was obtained and whether there was any collateral intrusion. The relevant section will be completed by the authorising officer who will formally cancel the activity. 

Authorisations Outside of RIPA

56.	There will be occasions in LA investigations into offences where there is a need for some surveillance but the criteria for an authorisation under RIPA is not met, such as a non-criminal offence or the matter under investigation does not attract the 6 months in prison. Such matters can be authorised by the Authorising Officer without the need for Magistrates approval. Such matters can be authorised by the Authorising Officer without the need for Magistrates approval.

57.	In such cases, it will be the responsibility of the Applicant to complete a non RIPA application form and submit it via the Gate Keeper to the Authorising Officer. The same processes must be followed by both the Applicant and Authorising Officer in relation to necessity and proportionality. All time limits must also be adhered to, and it will be the responsibility of the Authorising Officer to ensure that such action is justified.

58.	There is no facility for a Local Authority to use an Urgent Oral Authorisation as all RIPA authorisations require a Magistrates approval. This will be surveillance outside of RIPA and justification re Lawfulness, Necessity and Proportionality must be documented. 

Social Media 
59.	The growth of the internet, and the extent of the information that is now available online, presents new opportunities for Council Officers to view or gather information which may assist them in preventing or detecting crime or carrying out other statutory functions, as well as in understanding and engaging with the public they serve. It is important that Council staff are able to make full and lawful use of this information for their statutory purposes. Much of it can be accessed without the need for RIPA authorisation such as a simple internet search on a name, address, business, telephone number etc to find out whether a subject of interest has an online presence or to check whether there is any information to corroborate etc. a complaint. This is unlikely to need an authorisation. However, if the study of an individual’s online presence becomes persistent, or where material obtained from any check is to be extracted and recorded and may engage privacy considerations, RIPA authorisations may need to be considered. 

60.	The SRO should ensure that all relevant staff within the LA are fully aware of the restrictions that govern accessing social media sites. Any such access to social media or internet sites must be lawful, necessary and the research is proportionate.  This will include recording what takes place and the relevant intrusion.   At no stage should staff have been placed at risk by their actions or have not placed the Council at risk by breaching the HRA.

61.	Officers using social media as part of an investigation will have to ensure that they are fully aware of the restrictions and at what point they would require a Directed Surveillance authorisation. Any such circumstances would need to be discussed with the Gate Keeper and the SRO before they go ahead.
The monitoring of internet and social media research will be conducted by Line managers on a regular basis.

CCTV and Automatic Number Plate Recognition (ANPR) Cameras.

62.	The definition of CCTV is included under Section 29(6) Protection of Freedoms Act 2012and is “Surveillance camera systems” and is taken to include: 
a. closed circuit television (CCTV) or automatic number plate recognition (ANPR) systems; 
b. any other systems for recording or viewing visual images for surveillance purposes;
c. any systems for storing, receiving, transmitting, processing or checking the images or information obtained by (a) or (b);
d. any other systems associated with, or otherwise connected with (a), (b) or (c)
This includes: 
· Conventional town centre CCTV.
· Body Worn Video (BWV).
· Automatic Number Plate Recognition (ANPR).
· Deployable mobile overt and covert mobile camera systems.
· Drones.

63.	Surveillance camera systems are subject to both the Surveillance Camera Code of Practice and the Information Commissioners Office (ICO) CCTV Code of Practice titled ‘In the Picture’. The Council also has a separate CCTV procedure which should be followed.

64.	The use of the conventional town centre CCTV systems and other overt cameras operated by the Council do not normally fall under the RIPA regulations.  However, should there be a requirement for the CCTV cameras to be used for a specific purpose to conduct surveillance it is likely that the activity will fall under Directed Surveillance and therefore require an authorisation.

65.	Operators of any of the Councils CCTV system need to be aware of the RIPA issues associated with using CCTV and other camera systems and that continued, prolonged systematic surveillance of an individual may require an authorisation.

66.	On the occasions when the CCTV cameras are to be used in a Directed Surveillance situation either by enforcement officers from relevant departments within the Council or outside Law Enforcement Agencies such as the Police, the CCTV policy should be followed where relevant as well as the RIPA Codes of Practice
.
67	The same principles apply to Automatic Number Plate Recognition (ANPR). Its use does not engage RIPA if it is used for the purpose it is registered for, such as traffic flow management or safety and enforcement within car parks.  However, if used in a pre-planned way to carry out covert surveillance which meets the RIPA criteria, this policy and the codes of practice must be followed.
Partnership Working and Third-Party Surveillance 

68.	In cases where one agency is acting on behalf of another, it is usually for the tasking agency to obtain or provide the authorisation.  For example, where surveillance is carried out by Council employees on behalf of the Police, authorisation would be sought by the Police.  If it is a joint operation involving both agencies, the lead agency should seek authorisation. 

69.	In some circumstances it may be appropriate or necessary for the Council to work with third parties who are not themselves a Public Authority (such as an individual, company or non-governmental organisation) to assist with an investigation. Where that third party is acting in partnership with or under the direction of the Council, then they are acting as an agent to the Council and will be subject to RIPA in the same way as any employee of the Council would be. 
70.	Similarly, a surveillance authorisation should also be considered where the Council is aware that a third party (that is not a Public Authority) is independently conducting surveillance and the Council intends to make use of any suitable material obtained by the third party for the purposes of a specific investigation.

71.	When another agency wishes to use the Council’s resources that agency must use its own RIPA procedures. Before any Officer agrees to permit the use of Council resources, they must obtain a copy of that agency’s RIPA authorisation form (redacted where necessary) for the record.




Equipment

72.	The Council will keep a record of all equipment capable of being used for surveillance. When applying to use any equipment the applicant MUST explain the technical capabilities in the application as this will have a direct impact on the proportionality assessment. The equipment must be removed from its deployment location (e.g. covert cameras deployed for fly-tipping reasons) before the cancellation form is submitted.  

Central Record of all Authorisations

73.	The SRO will maintain a register of all applications and authorisations obtained on behalf of the Wealden DC. 
74.	The Authorising Officer will also be responsible for forwarding a copy of each and every form completed for that purpose to the SRO immediately of completing that form. The form should be sent in an envelope marked “Private and Confidential” and for the attention only of the SRO who has responsibility for maintaining a Central Record of Authorisations. 
75.	These records will be retained for a period of three years from the ending of the authorisation and will contain the information required in the codes of practice see below: 
· the type of authorisation;
· the date the authorisation was given;
· name and rank/grade (i.e. job title) of the authorising officer;
· the unique reference number (URN) of the investigation or operation;
· the title of the investigation or operation, including a brief description and names of subjects, if known;
· details of attendances at the Magistrates’ Court to include the date of attendances at court, the determining magistrate, the decision of the court and the time and date of that decision;
· whether an application was refused by a Magistrate
· if the authorisation is renewed, when it was renewed and who authorised the renewal, including the name and rank/grade of the authorising officer;
· whether the investigation or operation is likely to result in obtaining confidential information as defined in this code of practice; and
· whether the authorisation was granted by an individual directly involved in the investigation;
· the date the authorisation was cancelled.
76.	The Investigations Manager will be responsible for monitoring authorisations and carrying out annual and random reviews of applications, authorisations, reviews, renewals and cancellations.

Use and Safeguarding of Material

77.	Material obtained through covert surveillance may be used as evidence in criminal proceedings. The proper authorisation of surveillance should ensure the admissibility of such evidence under the common law, section 78 of the Police and Criminal Evidence Act 1984 and the Human Rights Act 1998. Furthermore, the product of the surveillance described in this code is subject to the ordinary rules for retention and disclosure of material under the Criminal Procedure and Investigations Act 1996. 

78.	The Authority will ensure that there are suitable arrangements in place for the security of any material retained. All such material (including copies) will be reviewed, and retention considered on a regular basis and destroyed as soon as there are longer relevant grounds to continue to retain it.

79.	Access to such material will be limited to:
· The number of persons to whom it is made available
· The extent of the material being made available
· Any copies that are made and the number of such copies.

80.	All material secured and retained under the IPA or RIPA will be Securely retained within the investigations team case management system. Access to this system is limited to Investigation team staff and can be viewed within the system. This also provides an audit trail of all viewings and the number of copies being made and by whom and the extent of which such material is copied or viewed.

81.	Any material required by an Authorising Officer for the purpose of authorising, reviewing, renewing or cancelling an authorisation will be recorded. The Authorising Officer will be made aware of the retention, review and destruction policy of such material. The Authorising Officer should also note within the authorisation that such material has been made available to them and the policy has been brought to their attention. 

Errors

82.	Errors relating to the RIPA process can have consequences to an affected individual’s rights. Proper application of the surveillance and CHIS provisions in the RIPA codes and this Policy should reduce the scope for making errors. There is a process detailed within the codes of practice relating to errors. 
There are two types of errors within the codes of practice which are:
· Relevant error and
· Serious error
83.	Examples of relevant errors would include circumstances where:
· Surveillance activity has taken place without lawful authorisation.
· There has been a failure to adhere to the safeguards set out in the relevant statutory provisions and Chapter 9 of the Surveillance Codes of Practice relating to the safeguards of the material.
84.	The Council will comply with the procedures set out in the codes by establishing whether the error is a relevant error and if so it will be reported to IPCO who will determine whether it is a serious error and what action to take. A serious error is one that has caused significant prejudice or harm to the person concerned.


Communications Data

85.	To carry out its enforcement responsibilities the Wealden DC can obtain Communications Data under the Investigatory Powers Act 2016 (IPA). This act abolished or amended other information gathering powers which provided for access to communications data without appropriate safeguards. Therefore, the Council cannot use other statutory powers to obtain communications data from a postal or telecommunications operator. Other powers can only be used where it is not possible for the Council to obtain the communications data under the IPA. Communications data includes the ‘who’, ‘when’, ‘where’, and ‘how’ of a communication.   It does not include the content of message etc. There is no legal means for the Council to obtain the content of data communications e.g. content of text messages or emails etc. 

86.	The Council must comply with the legislation associated codes of practice titled ‘The Acquisition of Communications Data Codes’. They are available from the following link:
https://assets.publishing.service.gov.uk/media/5a8080a540f0b62305b8b86e/Acquisition_and_Disclosure_of_Communications_Data_Code_of_Practice_March_2015.pdf

87.	The law requires that all communications data is applied for and obtained through a Single Point of Contact (SPoC). For all Local Authorities the SPoC is the National Anti-Fraud Network (NAFN). The Council is a member of NAFN and all applications for communications data will be made through NAFN in line with the codes of practice and this procedure.

88.	Wealden DC will comply with all the requirements set out in the Communications Data codes of practice. There is also a separate detailed operating procedure regarding the obtaining of Communications Data via NAFN.  This provides the relevant information as to what types of data can be obtained and the legal requirements.  All staff must comply with this procedure. 

Training
89.	All officers with an enforcement or investigatory function will receive training on the provisions of RIPA. The minimum requirement for such officers will be to receive such training on an annual basis.

90.	The responsibility of the Gate Keeper is not only to ensure that they areis up to date on all RIPA and Property Interference legislation, but also to be fully briefed on all current policies issued from the Investigatory Powers Commissioners Office (IPCO)
.
91.	The Gate Keeper will be responsible for delivering a training programme for all staff relating to the use of social media sites within the workplace. The use of social media sites by staff is considered to be a high-risk area for the Council and training is essential in order to enhance staff awareness about using such sites.
Policy Review 

92.	The relevant Councillor (portfolio holder) will review this policy annually with the support and assistance of the Head of Legal & Governance Services, Head of Business Services, and such other officers as the portfolio holder may require. In addition, the Head of Legal & Governance Services will provide a annually report to the relevant portfolio holder on the use of the powers under the Act to ensure that the powers are being used consistently with the local authority’s policy and that the policy remains fit for purpose.
All enquiries about this policy or the applicability of RIPA should be referred at first instance to the Head of Business Services or such other person as they may designate.
	
Complaints

93.	Any person who reasonably believes they have been adversely affected by surveillance activity by or on behalf of the Council may complain to the official body which is the Investigatory Powers Tribunal (IPT).  They have jurisdiction to investigate and determine complaints against any Public Authority’s use of RIPA powers, including those covered by this Policy. Complaints should be addressed to:

The Investigatory Powers Tribunal
PO Box 33220
London
SWIH 9ZQ


Appendix A  Roles:

Senior Responsible Officer : 
Chris Bending – Director of Place.

Gate Keeper: 
John Stalley – Investigations Manager.

Authorising Officers: 
 David plank – Director of Community
 Laurence Woolven – Chief Finance Officer
 Sarah Garner – Head of People & OD
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